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This solution set is part 
of Proofpoint’s integrated 
Human-Centric Security 
platform, mitigating  
the four key areas  
of people-based risks.

Proofpoint Threat Intelligence 
Services
Gain actionable threat intelligence on the No. 1 threat vector 
and beyond

Proofpoint Threat Intelligence Services provide comprehensive, 
analyst-curated intelligence coupled with actionable recommenda-
tions that allow you to stay ahead of constantly evolving threats. The 
services also offer personalized, one-to-one live exchanges with an-
alysts. These ensure we can tailor intelligence and proactive recom-
mendations that are specific to your needs. 

The services help you stay abreast of today’s most critical dangers. They apprise 
you of threats early in the cyber kill chain, where your intervention can have the 
greatest impact. And they can help your team quickly understand these threats so 
you can effectively prioritize your response to them.

With Threat Intelligence Services, you get: 

• Daily, weekly and monthly contextual threat intelligence reports from our expert 
threat analysts

• Indicators of compromise (IOCs) from the reports in an ingestible feed 

• Advanced insight with actionable intelligence

Key Benefits
• Identify, understand and prioritize 

threats efficiently

• Make better decisions faster

• Optimize application of 
overstretched resources

• Prevent disruption and loss from 
advanced threats

• Provide contextual intelligence 
on the No. 1 threat vector and 
beyond
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Contextual Threat Intelligence
We provide you with contextual threat intelligence on the 
threat landscape. This comes by way of finished reporting 
for your stakeholders in cyber threat intelligence (CTI), the 
security operations center (SOC), incident response (IR), 
security awareness and executives. This context can help 
you benchmark your threat environment against global and 
vertically relevant trends. 

You can use this intelligence to:

• Gain awareness of the latest threat and actor 
developments in the global threat landscape

• Understand trends, threats and actors as well as gain 
actionable recommendations and IOCs

• Keep all levels of your security team and leadership 
informed of threats and train them to mitigate risk

• Hunt and alert on analyst-curated global IOCs provided 
through an ingestible IOC feed 

Advanced Insight
We provide you with daily, weekly and monthly analyses. 
And together with the IOCs that you get, your team 
gains visibility into the latest threats and threat-actor 
developments. This visibility covers the front of the attack 
chain for the primary threat vector and beyond. Our curated 
threat intelligence can give you an early warning that will 
allow you to adopt proactive defenses and improve your 
security posture. 

Use these insights to: 

• Monitor when actors change tactics, techniques and 
procedures (TTPs)

• Learn about new techniques, actors and malware when 
they appear

• Understand enduring trends and major shifts in the threat 
landscape

• Gain context into the broader landscape and how your 
organization compares

• Discover and learn more about the threats that target your 
vertical before they appear in your own mail flow 

Tailored Threat Analysis
Our premium offerings feature a regular cadence and a 
designated analyst. It also lets you submit requests for 
information (RFIs) to our broader research teams.

We can provide your teams with specialized insights that are 
tailored to your security needs. These include:

• Answers to tactical, operational and strategic questions

• Deep analysis of email threats

• Research assistance and custom-reporting for board-level 
presentations

We offer a wide range of services to assist your team. These 
include everything from actionable intelligence reports to 
custom inquiries to assistance with implementing defensive 
mitigations.

The table on the following page provides an overview of 
what we have to offer.



ABOUT PROOFPOINT

Proofpoint, Inc. is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions, 
Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, including 
75 percent of the Fortune 100, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks across email, the cloud, social media, and the web.  
More information is available at www.proofpoint.com. 
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LEARN MORE
For more information, visit proofpoint.com.

0110-005-01-05        4/24

PROOFPOINT THREAT INTELLIGENCE SERVICES  |  THREAT PROTECTION  |  DATA SHEET 

Summary of Services

THREAT INTELLIGENCE 
SERVICE

PREMIUM THREAT 
INTELLIGENCE SERVICE

PREMIUM THREAT 
INTELLIGENCE SERVICE 

PLUS

PEOPLE-CENTRIC 
SECURITY PROGRAM

Ideal for organizations that want:

Intelligence on 
the latest trends 
and actionable 

mitigations

Consultative 
CTI relationship 
and intelligence 
on latest trends 
and actionable 

mitigations

Consultative CTI 
with more RFI 

hours for threat 
hunting, customized 

reporting or 
assistance 

implementing 
controls

A managed 
program 

coordinating 
security awareness, 
technical account 
management and 
threat intelligence 

with dedicated 
service delivery

Access to the searchable 
intelligence portal includes:

• Analyst-curated IOCs

• Multiple landscape and in-depth 
threat reports

• Easy access to all customer-
specific reports

   

Quarterly webinars    

Monthly face-to-face threat 
landscape briefings with a 
designated analyst

  

Request for information for threat 
hunting, custom reporting, threat 
investigation or implementation 
assistance

Up to 6 hours per 
quarter

Up to 8 hours per 
month

Up to 15 hours per 
month

Dedicated Very Attacked 
PeopleTM (VAP) briefing 

Dedicated service delivery 
managing threat intel, technical 
account management and 
managed security awareness 
training to prioritize and track 
mitigations, recommendations 
and action items. Includes 
premium scored health checks



https://www.proofpoint.com/us

